Confidentiality agreement for research involving AI
This template provides general guidance and does not replace professional legal advice. Review and adapt it to the specific research project and institutional requirements before use. Complete the yellow-highlighted placeholders and check that every statement accurately reflects the planned data processing.
Sections 1–4 address confidentiality, participant information, and consent. Sections 5–10 set out additional commitments by the data recipient concerning data management and the handling of confidential information.
Between
[Name of research participant], hereinafter referred to as the “research participant”,
and
[Research organization or institution], represented by [name], hereinafter referred to as the “data recipient”,
the following confidentiality agreement is entered into:
Interviewer: [name]
Interview date: [date]
Preamble
As part of the research project [project title], information requiring confidential treatment is exchanged between the research participant and the data recipient. This agreement sets out the conditions for handling that information with reference to the General Data Protection Regulation (GDPR).
A. Research project: [project title]
B. Project description: [topic and objectives]
C. Implementing institution: [name of organization or institution]
D. Project lead: [name and contact details]
1. Definition of Confidential Information
Confidential information means all information collected during the interview with the research participant, including audio recordings, transcripts produced using AI tools, AI-assisted analyses of the interview, and research notes and analyses prepared during the study.
2. Purpose
The confidential information will be used exclusively for [research purpose]. Disclosure to third parties without explicit permission is prohibited.
3. Obligations of the data recipient
The data recipient undertakes to use the information only for analysis within the stated project. Information may be shared with team members or subcontractors only after consultation and in accordance with applicable data protection requirements.
4. Protection of research participants
Special care is taken to protect your personal data. Your identity will not be disclosed to third parties, and all data will be treated confidentially. [Describe any exceptions and authorized recipients consistently with the section on recipients below.]
Types of personal data and special categories of personal data
[Describe the data collected or expected in this project, for example name, address, telephone number, email address, age, marital status, date of birth, or number of children. Delete examples that do not apply.]
Special categories of personal data, such as:
☐ Political opinions
☐ Religious or philosophical beliefs
☐ Trade union membership
☐ Health data
☐ Sex life or sexual orientation
Type of recording:
☐ Video recordings    ☐ Photographs    ☐ Audio recordings
☐ Other: [specify]
Declaration of consent and information on the collection of personal data
I consent to the data recipient processing my personal data collected within the research project described in the preamble, [specify the data, including any original interview recordings and transcripts], for the purposes stated in section 2. Where I provide special categories of personal data, I explicitly consent to their processing for those purposes.
Your consent is voluntary. You can refuse consent without incurring any disadvantages as a result.
You may withdraw your consent at any time by contacting [name and contact details]. Processing based on that consent will then cease for the future, in accordance with your withdrawal. Withdrawal does not affect the lawfulness of processing carried out on the basis of consent before it was withdrawn.
Definitions of the data protection terms used in this agreement are provided in the appendix.
[bookmark: _Toc502841740][bookmark: _Toc502841741]Contact details of the data protection officer
[Name and contact details, if applicable]
Legal basis
The data recipient processes the personal data collected from you on the basis of your consent under Article 6(1)(a) GDPR. Where special categories of personal data are involved, processing is based on your explicit consent under Article 9(2)(a) GDPR.
Recipients or categories of recipients / transfer to third countries
Your personal data is or may be disclosed to the following recipients or categories of recipients: [identify the team members, subcontractors, transcription providers, online services, and analysis tools used, and explain their roles].
· For AI-assisted analysis, the project uses [software and provider], which uses [language model and provider]. The use of these tools and the relevant data processing arrangements are described at [link or attached information]. Information about the providers’ data protection and security arrangements is available at [links]. [Verify and adapt these statements to the services and settings actually used.]
[Optional section: Use this section only if it is relevant to the project and the proposed transfer basis has been checked. Specify the data, providers, processing countries, safeguards, and any risks. If separate consent is not being sought, remove the consent fields and adapt the wording.]
As part of this project, [data categories] may be stored and processed by [providers] in [countries outside the European Economic Area]. The basis and safeguards for these transfers are: [details]. Where relevant, the following risks apply: [details, particularly where there is no adequacy decision and no appropriate safeguards]. The consent below is voluntary. The interviews will not be used to train AI systems. [Verify this statement against the actual agreements with the providers.]
☐ I consent to the international data transfers described above.
☐ I do not consent to the international data transfers described above.
Your rights
Subject to the applicable legal requirements, you have the following rights in relation to the data recipient:
· confirmation of whether your personal data is being processed;
· access to that data and information about the processing;
· rectification of inaccurate data;
· erasure where there is no justification for processing and no continuing obligation to retain the data;
· restriction of processing in the circumstances provided for by law; and
· receipt of the personal data you have provided in a structured, commonly used, machine-readable format, and its transmission to another controller where the applicable conditions are met.
You also have the right to lodge a complaint with [name and contact details of the competent supervisory authority].
[bookmark: _Toc502841743]No automated decision-making (including profiling)
Your personal data will not be used for decisions based solely on automated processing, including profiling, within the meaning of Article 22 GDPR. [Verify that this statement reflects the project.]
5. Data Management
The data collected is stored on secure servers using encryption. Access is restricted to authorized personnel through individual access permissions. Before analysis, identifying information is removed or replaced where appropriate. [Describe the anonymization and/or pseudonymization procedures, storage arrangements, and access controls actually used in this project.]
6. Exclusions
Information that is publicly available or [obtained independently of the interviews by the institution] is not covered by this agreement.
7. Legal Disclosure Obligation
If disclosure is required by law or court order, the data recipient undertakes to inform the research participant without undue delay, unless such notification is legally prohibited.
8. Duration 
This agreement applies for the duration of [project title]. At the end of the project, the data will be securely deleted. [Specify the applicable retention period and any obligations requiring retention beyond the end of the project; adapt the preceding sentence accordingly.]
9. No Transfer of License or Ownership
This agreement does not transfer ownership rights or licenses to the data or results. It does not authorize the data recipient to use the data or findings for purposes other than those stated in this agreement.
10. Consequences of Breach of Contract
In the event of a breach of this agreement, the affected party reserves the right to take legal action, which may include a claim for damages.
Signatures
By signing, the parties acknowledge and agree to abide by the terms of this confidentiality agreement.
[Place and date]
[Signature of research participant]
[Signature of data recipient]
Appendix Definitions
Under Article 4(1) GDPR, personal data means any information relating to an identified or identifiable natural person (the data subject). A person is identifiable if they can be identified directly or indirectly, for example by reference to a name, identification number, location data, an online identifier, or factors specific to their physical, physiological, genetic, mental, economic, cultural, or social identity. Naming a person is not necessary if their identity can be established from other information.
Under Article 9(1) GDPR, special categories of personal data include data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership; genetic data; biometric data processed to uniquely identify a person; health data; and data concerning a person’s sex life or sexual orientation. [Specify which categories, if any, are relevant to this project.]
Under Article 4(15) GDPR, health data means personal data relating to a person’s physical or mental health, including the provision of healthcare services, which reveals information about their health status.
Under Article 4(2) GDPR, processing means any operation performed on personal data, whether or not by automated means. This includes collection, recording, organization, structuring, storage, adaptation, retrieval, consultation, use, disclosure, dissemination, alignment, combination, restriction, erasure, or destruction.
Source note: The first part of the original German template is based on a template provided by autotranscription.de. The original German version attributes the optional section on processing outside the EEA to wording shared by PD Dr. habil. Yves Jeanrenaud and prepared in consultation with the data protection officer of LMU Munich. This revised version is an adaptation; this acknowledgment does not imply review or approval of the revision by those individuals or institutions.

